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 Abstract  

The rapid adoption of electronic medical records in 
Indonesian hospitals has transformed healthcare delivery 
while simultaneously raising significant concerns regarding 
the protection of patient privacy rights. This study aims to 
analyze the adequacy of the legal framework governing 
patient privacy in the context of electronic medical records 
and to assess whether existing regulations provide effective 
and enforceable protection. The study employs normative 
legal research through statutory, conceptual, and analytical 
approaches to examine health law and personal data 
protection regulations relevant to digital medical records. The 
findings indicate that Indonesian law formally recognizes 
patient privacy as a fundamental legal and ethical principle. 
Nevertheless, regulatory provisions remain largely general 
and were originally designed for paper based medical 
records, resulting in limited applicability to digital systems. 
The lack of harmonization between health law and personal 
data protection law generates legal uncertainty, particularly 
regarding consent, data security standards, and the 
allocation of liability among healthcare institutions and 
technology providers. The study also finds that enforcement 
mechanisms tend to be reactive and institution centered, 
offering limited access to effective remedies for patients. 

INTRODUCTION 

The rapid digital transformation of health systems has fundamentally reshaped the 
way medical information is created, stored, and exchanged. One of the most 

significant developments in this transformation is the adoption of Electronic Medical 
Records (EMRs), which are widely promoted for their potential to improve efficiency, 
continuity of care, and clinical decision making. EMRs enable health professionals 
to access patient data more quickly, reduce duplication of medical tests, and enhance 
coordination across health services. However, alongside these benefits, the 

digitization of medical records has raised serious legal and ethical concerns, 

particularly regarding the protection of patient privacy and personal data. Scholars 
have emphasized that health data constitute one of the most sensitive categories of 
personal information, requiring a high level of legal protection to prevent misuse, 
unauthorized access, and data breaches (Rumbold & Pierscionek, 2017; Kruse et al., 

2018). 
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Globally, concerns about patient privacy in digital health systems have intensified as 
incidents of data leakage, cyberattacks, and improper data sharing have become 
more frequent. Studies indicate that weaknesses in legal frameworks, governance 
mechanisms, and institutional practices often undermine the confidentiality of 
electronic health information (Fernández-Alemán et al., 2013; Appari & Johnson, 

2010). In response, many countries have enacted specific data protection 

regulations, such as the General Data Protection Regulation in the European Union 
and the Health Insurance Portability and Accountability Act in the United States, to 
safeguard patient rights. These regulatory developments underscore the recognition 
that technological advancement in healthcare must be accompanied by robust legal 

instruments to ensure trust and accountability in health systems (European 
Commission, 2018; McGraw, 2013). 

Despite global progress, the implementation of EMRs in developing and middle 
income countries presents distinct challenges. In such contexts, digital health 
reforms often outpace the development of comprehensive legal and institutional 

safeguards. Indonesia represents a compelling case in this regard. The Indonesian 
government has actively promoted health information system digitalization as part 
of broader health sector reform, including the integration of EMRs in hospitals. While 
these initiatives aim to improve service quality and administrative efficiency, they 
simultaneously expose patients to new privacy risks, particularly in the absence of 

mature enforcement mechanisms and uniform standards across healthcare 
institutions. Existing studies suggest that legal awareness among healthcare 
providers and patients regarding data protection obligations remains uneven, 
creating gaps between normative regulation and actual practice (Sutanto et al., 2021; 
Pratama & Aziz, 2022). 

The central research problem addressed in this study concerns the adequacy of legal 
protection afforded to patient privacy rights in the use of EMRs in Indonesian 

hospitals. Although Indonesia has enacted several laws and regulations relevant to 
health data protection, including legislation on health services, medical practice, and 
personal data protection, questions remain regarding their coherence, effectiveness, 

and enforceability in the specific context of electronic medical records. Prior research 
indicates that fragmented regulation and overlapping institutional authority can 
weaken legal certainty and complicate compliance for healthcare providers (Butt, 
2014; Lindsey, 2018). Consequently, patients may face heightened risks of privacy 
violations without clear mechanisms for legal redress. 

A common solution proposed in the literature is the strengthening of legal 
frameworks through comprehensive data protection legislation and sector specific 
regulations for health information systems. Scholars argue that clear definitions of 
personal health data, explicit consent requirements, and strict obligations for data 
controllers are essential to ensure meaningful privacy protection (Bennett & Raab, 

2018; Greenleaf, 2019). Additionally, effective enforcement through independent 
supervisory authorities and proportional sanctions is widely regarded as a critical 
component of legal protection. However, the mere existence of formal rules does not 
automatically translate into effective protection, particularly in institutional 
environments characterized by limited capacity and uneven compliance. 

Previous research studies have emphasized the necessity of integrating privacy-by-
design concepts into electronic medical record (EMR) systems, as well as the overall 

governance framework of medical institutions. In this approach, legal and ethical 
concerns are directly incorporated into the technological system, and they can 
include access controls, audit trails, and data minimisation procedures 

(Cavoukian, 2011; Mittelstadt et al., 2016). As noted in empirical research, it is also 
important to have institutional policies and standard operating procedures that 
define what the healthcare personnel do and should do as far as handling of 



 
 

47 

 

Copyright © 2026 by Author, Published by Moccasin Journal De Public Perspective. This is an open 

access article under the CC BY-SA License (https://creativecommons.org/licenses/by-sa/4.0). 

electronic patient data are concerned. Medical staff training programs and awareness 
campaigns are often mentioned as an inseparable supplement to statutory regulation 
since the causes of data breach in clinical practices are the human error and 
negligence (Kruse et al., 2017). 

Another strand of literature available to us as supplementary literature is that which 

focuses on patient-based legal protections, which highlights informed consent, 
transparency, and patient control over personal health information. Studies suggest 
that patients are entitled to clear and understandable information about the 
collection, storage, sharing, and use of their data, including their secondary use in a 
study or insurance claims (Hall and McGraw, 2014; Kalkman et al., 2019). The issue 

of the interoperability of data and the presence of multiple data consumers also 
complicate the process of ensuring a meaningful consent in the context of the EMR. 
The legal scholars, therefore, believe that the creation of clear standards of consent 
and available grievance mechanisms should be put in place so that patients can 
enforce their rights without struggles whenever violations happen. 

Despite the existence of useful information in the literature that supports the 
relevance of legal and technical interventions to ensure patient privacy, a significant 
gap still exists with regard to the context-editing work on the functionality of these 
safeguards through legal mechanisms in the work of most countries, including 
Indonesia. Majority of the previous research either takes a comparative international 

approach or dwells much on technical side of health information security giving 
minimal questioning on the interaction between national laws, hospital operations 
and patient rights. In addition, a lack of systematic studies about intersection 
between the recent personal data protection reforms in Indonesia and the regulations 
of the health sectors on the EMRs is apparent. This gap is a hindrance to a well-

rounded explanation of the extent to which the existing legal provisions provide 
sufficient and consistent safeguards to patient privacy in hospitals. 

It is on this background that the current study aims to review the legal issue of 
protecting patient privacy during the use of electronic medical records in the 
hospitals in Indonesia. Particularly, the research aims at evaluating the current 

regulatory base, determining normative and practical gaps, and assessing the overall 
ability to uphold the rights to patient privacy in the digital health context. The 
originality of the present study is in the form of integrative legal research that places 
the EMR implementation into the context of changing data protection regime and 
health-law regime in Indonesia. Focusing on hospital-based EMR practices, the 

study will be beneficial to the field of law and policy debate on improving patient 
privacy protection in the age of digital healthcare and provide viable suggestions to 
legislators, healthcare facilities, and practitioners.  

METHODS 

Research Design and Legal Approach 

This study employed a normative legal research design with a doctrinal approach to 
examine the legal protection of patient privacy rights in the use of electronic medical 
records in Indonesian hospitals. The research focused on analyzing legal norms 
principles and doctrines governing personal data protection and health information 
confidentiality. A conceptual approach was also applied to understand how patient 

privacy rights are constructed within health law and data protection frameworks as 

reflected in existing regulations and scholarly interpretations. 

Statutory and Conceptual Framework 

The statutory framework of this study was grounded in Indonesian laws and 
regulations relevant to patient privacy and electronic medical records including 

health law hospital law and personal data protection regulations. These statutory 
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instruments were analyzed in conjunction with conceptual frameworks derived from 
international human rights law and health law literature that emphasize privacy 
confidentiality and data security as fundamental patient rights. This combination 
allowed for a systematic evaluation of legal consistency and normative adequacy. 

Sources of Legal Materials 

Legal materials used in this study consisted of primary secondary and tertiary 
sources. Primary legal materials included statutes government regulations 
ministerial regulations and official policy documents related to electronic medical 
records and patient data protection. Secondary legal materials comprised peer 
reviewed journal articles books legal commentaries and reports from international 

organizations discussing health data governance and privacy protection. Tertiary 
materials such as legal dictionaries and encyclopedias were used to clarify key legal 
concepts and terminology. 

Data Collection Techniques 

Data collection was conducted through systematic document review of relevant legal 

texts and scholarly publications. Statutory documents were collected from official 
government repositories while academic literature was obtained from reputable 
international journal databases. The selection of materials followed relevance 
credibility and recency criteria to ensure that the analysis reflected current legal 
developments and scholarly debates on patient privacy and electronic health 

information systems. 

Methods of Legal Analysis and Interpretation 

The study applied qualitative legal analysis methods including statutory 
interpretation systematic interpretation and comparative interpretation. Statutory 
interpretation was used to examine the meaning and scope of legal provisions 

governing electronic medical records and patient privacy. Systematic interpretation 
was employed to assess coherence between health regulations and data protection 
laws. Comparative interpretation drew insights from international standards and 
foreign legal practices to contextualize Indonesia’s regulatory approach. 

Integration of Health Law and Data Protection Law 

An integrative analytical method was adopted to examine the intersection between 
health law and personal data protection law. This approach enabled the study to 
identify overlapping obligations conflicts and normative gaps in regulating electronic 
medical records. By analyzing these legal domains together the research highlighted 
how fragmented regulation may affect the effective protection of patient privacy rights 

in hospital settings. 

Although primarily normative this study incorporated supporting empirical 
references from previous research reports and case studies to contextualize legal 
findings. Empirical literature on electronic medical record implementation data 
breaches and patient trust was used to illustrate practical implications of legal norms 

and to strengthen the relevance of normative analysis to real world healthcare 
practices.  

RESULTS AND DISCUSSION 

Normative Recognition of Patient Privacy in Indonesian Health Law 

The findings indicate that Indonesian health law explicitly recognizes patient privacy 

as a foundational legal principle situated within the broader constitutional and 
statutory framework of the right to health. This recognition reflects the 
understanding that access to healthcare services must be accompanied by 
safeguards protecting the confidentiality of personal and medical information. 
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Legislative instruments governing healthcare practice consistently underscore that 
the protection of medical data is not merely procedural but constitutes an essential 
component of lawful medical service delivery. In this regard, confidentiality is 
positioned as both an ethical commitment rooted in professional medical standards 
and a binding legal obligation imposed upon healthcare providers. Such dual 

characterization reinforces the normative weight of privacy within the healthcare 

system and affirms its centrality in regulating the relationship between patients and 
medical professionals. 

Moreover, the normative construction of patient privacy in Indonesian health law 
demonstrates alignment with international human rights principles, which 

conceptualize privacy as intrinsically connected to human dignity, autonomy, and 
personal integrity. Within global human rights discourse, privacy is regarded not 
simply as protection from intrusion but as a precondition for the meaningful exercise 
of individual freedom and self-determination. By embedding confidentiality within 
the right to health, Indonesian legal instruments implicitly acknowledge that the 

therapeutic relationship depends upon trust, and that trust is sustained through 
assurance that sensitive health information will not be improperly disclosed. This 
normative coherence situates Indonesian regulation within a broader transnational 
legal framework that treats medical confidentiality as a cornerstone of rights-based 
healthcare governance. 

However, notwithstanding this formal acknowledgment, the articulation of patient 
privacy within statutory provisions remains predominantly abstract and declaratory 
in nature. Legislative texts tend to formulate privacy protection in broad and general 
terms, emphasizing duties of confidentiality without elaborating on specific 
parameters, operational standards, or technical safeguards. The absence of detailed 

definitional clarity limits the capacity of these provisions to function as concrete 
regulatory tools. Rather than providing explicit guidance on how privacy must be 

preserved in contemporary healthcare infrastructures, the law often reiterates 
normative commitments at a principled level. Consequently, privacy is framed more 
as a value to be upheld than as a set of clearly delineated compliance requirements. 

This abstraction becomes particularly significant in the context of electronic medical 
record systems and digital health technologies. As healthcare delivery increasingly 
relies on digital platforms, data storage systems, and inter-institutional information 
exchange, the risks associated with unauthorized access, data breaches, and 
secondary use of medical information become more complex and technologically 

mediated. Yet the existing legal framework does not consistently translate its general 
commitment to confidentiality into operational standards tailored to digital 
environments. Without explicit technical benchmarks such as data encryption 
requirements, access control protocols, audit mechanisms, or retention limitations 
the legal protection of privacy may struggle to address the practical realities of 

electronic data management (Omotunde & Ahmed, 2023; Renuka et al., 2025; Ngesa, 
2024; Razi et al., 2025; Isibor, 2024). 

The findings further reveal that the lack of detailed normative guidance generates 
interpretative flexibility at the institutional level. In the absence of comprehensive 
statutory directives, healthcare institutions frequently rely on internally developed 

policies, standard operating procedures, and administrative guidelines to define and 
implement privacy protections. While such institutional autonomy may allow for 

contextual adaptation, it simultaneously introduces variability in interpretation and 
application. Different hospitals, clinics, or regional health authorities may adopt 
divergent standards concerning data access, disclosure practices, and information 

security measures, depending on their administrative capacity and technological 
resources. 
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This variability poses potential challenges to legal certainty and the uniform 
protection of patient rights. When privacy safeguards depend heavily on institutional 
discretion rather than standardized legal requirements, the level of protection 
afforded to patients may differ significantly across regions and healthcare facilities 
(Chowdhury & Ravi, 2022). Such inconsistency risks undermining the principle of 

equality before the law and may weaken public confidence in the healthcare system. 

Therefore, although Indonesian health law normatively affirms patient privacy as a 
core legal principle, the absence of detailed and operationally precise regulations may 
limit the effectiveness of its implementation, particularly within rapidly evolving 
digital healthcare contexts. 

Regulatory Adaptation to Electronic Medical Records 

The analysis demonstrates that Indonesian health regulations have yet to fully 
accommodate the structural transformation generated by the implementation of 
electronic medical records (EMRs). Much of the existing legal architecture governing 
medical documentation was formulated within a paradigm centered on paper-based 

recordkeeping. Consequently, regulatory provisions tend to emphasize physical 
custody, restricted manual access, and the tangible safeguarding of documents 
within institutional premises. These assumptions reflect a traditional understanding 
of medical data as static and geographically confined. However, such a framework is 
increasingly misaligned with contemporary healthcare systems in which information 

is digitized, stored on servers, transmitted across networks, and potentially accessed 
through interoperable platforms. The persistence of a paper-based regulatory 
mindset therefore creates a conceptual gap between legal norms and technological 
realities. 

Electronic medical records fundamentally alter the nature of medical information 

management by enabling rapid data replication, remote accessibility, and cross-

institutional integration. Unlike physical files, digital records can be duplicated 
instantaneously, transmitted across jurisdictions, and integrated into broader health 
information systems. While these capabilities enhance efficiency and continuity of 
care, they simultaneously generate new categories of risk, including unauthorized 

remote access, large-scale data breaches, system vulnerabilities, and unauthorized 
secondary use of data (Asha et al., 2024). Despite these evolving risks, the regulatory 
framework does not provide comprehensive guidance on critical technical 
dimensions such as cybersecurity protocols, encryption standards, authentication 
mechanisms, audit trails, or structured data lifecycle management. The absence of 

such provisions indicates that the law has not yet internalized the systemic 
implications of digital transformation. 

This regulatory lag diminishes the effectiveness of the legal system as an instrument 
of risk mitigation and preventive governance. In digital environments, privacy 
protection depends not only on ethical commitments but also on technologically 

embedded safeguards. Without explicit legal requirements mandating minimum 
security standards or compliance benchmarks, healthcare providers may adopt 
heterogeneous and potentially inadequate protective measures (Panahi, 2025; Ayo-
Farai et al., 2023). As a result, legal norms that were originally designed to secure 
confidentiality in physical settings may lack enforceability when confronted with 

sophisticated cyber threats and complex digital infrastructures. The law’s preventive 
function is therefore weakened, as it does not systematically anticipate or regulate 

the operational vulnerabilities inherent in electronic record systems. 

The findings further indicate that governmental promotion of digital health 
innovation has progressed more rapidly than the evolution of corresponding legal 

safeguards. Policy discourse frequently emphasizes the benefits of digitalization, 
including administrative efficiency, improved data accuracy, integrated service 
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delivery, and enhanced continuity of care. While these objectives are normatively 
desirable and operationally advantageous, the parallel development of 
comprehensive regulatory standards has not kept pace. This temporal imbalance 
creates a situation in which technological expansion occurs in a relatively 
underregulated environment, thereby increasing exposure to privacy risks. In effect, 

digital transformation is institutionally encouraged, yet the normative infrastructure 

required to secure patient rights remains comparatively underdeveloped. 

Such an imbalance suggests that the trajectory of digital health development has 
been shaped to a significant extent by technological optimism rather than by 
systematic legal preparedness. The emphasis on modernization and innovation may 

inadvertently overshadow the necessity of embedding robust data protection 
frameworks within health governance structures. When digital systems are 
introduced without sufficiently detailed regulatory oversight, privacy protection 
becomes reactive rather than proactive, addressing breaches after their occurrence 
rather than preventing them through anticipatory design. This dynamic raises 

concerns regarding the sustainability and legitimacy of digital health reforms, 
particularly in light of the heightened sensitivity of medical information (Mubarak, 
2026). 

Accordingly, the results underscore the urgency of regulatory reform that transcends 
symbolic endorsement of digital health initiatives. Reform efforts should aim to 

articulate substantive, technically informed legal standards specifically tailored to 
electronic medical record systems. Such standards would ideally define minimum 
cybersecurity requirements, clarify accountability mechanisms, regulate data access 
hierarchies, and establish clear parameters for data retention and deletion. By 
integrating these elements into the statutory framework, the law can evolve from a 

declaratory affirmation of confidentiality into a comprehensive regulatory instrument 
capable of governing digital healthcare infrastructures effectively and consistently. 

Interaction Between Health Law and Personal Data Protection Law 

The results indicate that the personal data protection framework in Indonesia 
establishes a more systematic and conceptually coherent normative structure for 

safeguarding patient information than sector-specific health regulations. Unlike 
traditional health law provisions that primarily articulate confidentiality as a 
professional duty, personal data protection law formulates privacy protection 
through clearly defined legal principles governing data processing activities. 
Foundational principles such as lawfulness, transparency, purpose limitation, data 

minimization, accuracy, storage limitation, integrity, and accountability provide 
structured benchmarks against which the legality of electronic medical record (EMR) 
practices can be evaluated. These principles shift the regulatory focus from mere 
non-disclosure toward comprehensive governance of the entire data lifecycle, 
encompassing collection, processing, storage, dissemination, and deletion. 

Moreover, the rights-based orientation embedded in personal data protection law 
strengthens the normative position of patients as data subjects rather than passive 
recipients of medical services. By recognizing enforceable rights such as the right to 
access personal data, the right to rectification, and the right to be informed about 
data processing activities the legal framework enhances individual autonomy and 

procedural fairness. In the context of EMR systems, this rights-based approach 
introduces mechanisms through which patients may exercise oversight over their 

own medical information (Alhasan, 2025). As a result, privacy protection is reframed 
not only as an institutional obligation but also as a legally protected entitlement 
grounded in individual dignity and informational self-determination. 

However, despite the relative normative sophistication of data protection law, its 
interaction with health law remains institutionally and doctrinally fragmented. The 
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two legal regimes operate largely in parallel, each with its own conceptual 
foundations, enforcement structures, and regulatory objectives. Health law primarily 
emphasizes professional ethics, service delivery standards, and public health 
governance, whereas data protection law adopts a broader cross-sectoral perspective 
focused on personal data processing across industries (Galvin et al., 2025). The 

absence of explicit coordination mechanisms or hierarchical clarification between 

these regimes creates uncertainty regarding their respective scopes of application, 
particularly in cases involving medical data breaches or unauthorized disclosures 
within digital health systems. 

This fragmentation becomes especially problematic when legal disputes arise 

concerning responsibility and applicable standards. It may be unclear whether a 
medical data breach should be adjudicated predominantly under sector-specific 
health regulations, which emphasize confidentiality as a professional duty, or under 
general data protection statutes, which impose structured compliance obligations 
and potential administrative sanctions. Without clear normative guidance on the 

relationship between lex specialis (sector-specific regulation) and lex generalis 
(general data protection law), courts and regulators may interpret the applicable 
framework inconsistently. Such ambiguity risks weakening legal certainty and 
complicating enforcement strategies. 

The findings further suggest that overlapping obligations derived from both regimes 

may generate compliance challenges for healthcare institutions. Hospitals and other 
medical facilities are required to adhere simultaneously to health sector regulations 
governing medical records and to cross-sectoral data protection requirements 
governing personal data processing. While these frameworks are conceptually 
complementary, their practical requirements may differ in terminology, reporting 

obligations, documentation standards, and accountability mechanisms. In the 
absence of harmonized guidelines, healthcare administrators may encounter 

difficulties in reconciling these obligations within internal governance structures. 

This regulatory ambiguity carries the risk of inconsistent enforcement and selective 
compliance. Institutions with greater administrative capacity may attempt to 

integrate both frameworks comprehensively, whereas others may prioritize one 
regime over the other due to limited resources or interpretative uncertainty. Such 
uneven implementation could undermine uniform protection of patient rights and 
erode public trust in digital health systems. Therefore, while personal data protection 
law provides a stronger and more structured normative foundation for safeguarding 

patient information, the lack of coherent integration with health law highlights the 
need for systematic harmonization to ensure clarity, consistency, and effective 
enforcement within electronic medical record governance. 

Allocation of Legal Responsibility Among Stakeholders 

The analysis indicates that hospitals occupy a central institutional position as the 

primary custodians of electronic medical records (EMRs), thereby bearing principal 
responsibility for data governance, storage, and security. Within the prevailing 
regulatory structure, hospitals are treated as the entities that exercise overarching 
control over patient records, including decisions related to data collection, retention, 
and access authorization. Healthcare professionals, such as physicians and nurses, 

are primarily assigned duties grounded in professional confidentiality and ethical 
conduct, reflecting long-stading medical norms regarding the protection of sensitive 

information (Dove, 2023; Alodhialah, 2025). Meanwhile, technology providers and 
system vendors are generally conceptualized as auxiliary or supporting actors that 
supply infrastructure, software, or technical maintenance services. This allocation of 

roles reflects a traditional hierarchical model of responsibility in which the healthcare 
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institution functions as the central authority, and other actors operate under its 
supervision. 

Nevertheless, despite such formal arrangement, there is empirical evidence that 
statutory provisions do not provide a holistic and expressive delineation of the limits 
of liability between the concerned stakeholders. The regulatory framework generally 

describes generic obligations, e.g. the maintenance of confidentiality or the promise 
of data security, without stating the way in which the responsibility should be divided 
when there are several participants in processing and management of electronic 
medical records (EMRs). The chain of responsibility is even more complex in digitally 
networked settings where data storage can be located on cloud-based systems, the 

maintenance of the system can be outsourced, and the third-party application can 
be merged with hospital systems. Still the law does not always provide a clear 
understanding of how the liability must be allocated in the cases of shared control 
or delegated technical functions. 

Such ambiguity is especially relevant when it comes to data breaches due to 

technological errors, cybersecurity weaknesses, or mistakes in third-party 
applications. In situations whereby there has been a breach due to a software defect, 
insufficient encryption procedures, or unauthorised third-party access, it is hard to 
tell whether a breach lies with the hospital, data controller, or the technology 
provider, who designed and maintained the system. Such a situation makes the 

accountability system more complicated due to the spread of responsibility, as the 
affected patients might face the procedural and evidentiary barriers to determining 
the party that is legally guilty. Furthermore, deterrence is reduced in uncertain or 
divided liability because no single party might be willing to take full responsibility of 
taking strong preventive mechanisms. 

The lack of statutory assignment of responsibility also produces considerable 

ramifications of the relationships of the contract between the hospitals and the 
vendors of the technology. Practically, the related task of data protection and breach 
management is often negotiated privately by means of a contractual relationship, 
such as service-level agreement or indemnification provision. The absence of clearly 

set legislative requirements on minimum non-delegable requirements, means that 
hospitals can either seek to transfer large segments of risk to the system providers, 
or vendors can seek to limit the risk through restrictive contractual language. 
Allocation of contractual risks like these is usually not guided by the desire to protect 
the rights of patients as a public interest factor but by commercial factors. 

The privatisation of risk management also poses normative issues of patient right in 
the EMR systems. In the case where the liability is mainly decided by the means of 
private agreements, the goals of the law, including the need to provide a successful 
remedy to the patients and the need to have equal data protection standards, can be 
subject to cost-efficiency or risk-distribution approaches. Without a set of 

regulations, contractual relationships are likely to be poor in indicating the relative 
control and power of each party in the medical data. In turn, it might lead to barriers 
in the redress that patients may face in case the responsibility is shared among 
various entities with complicated contractual relations. 

In line with this, the results confirm the need to further legalize and better define the 

responsibility of EMR ecosystem participants. Regulation reform must express varied 
but aligned liability provisions depending on the level of control, decision-making 

power, and technical impact of every actor on data processing processes. The law 
can make it accountable by ensuring that all the involved parties are accountable 
based on their functional contribution by ensuring creating clear accountability 

structures that might be seen as differentiating between data controllers, data 
processors and joint controllers. This explanation would help create a higher level of 
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legal clarity, deterrence, and protect the rights of patients in further complicated 
digitized healthcare settings. 

Legal Construction of Patient Consent in Digital Contexts 

The results indicate that patient consent continues to function as a foundational 
legal basis for the collection and use of medical information within the Indonesian 

healthcare framework. Consent is traditionally conceptualized as a manifestation of 
patient autonomy, reflecting the individual’s voluntary agreement to medical 
examination, treatment, and the associated processing of personal health data. 
Within the therapeutic relationship, consent embodies trust, mutual respect, and 
recognition of the patient’s right to make informed decisions concerning their own 

body and personal information. This normative understanding is deeply rooted in 
established principles of medical ethics and health law, which regard informed 
consent as both a moral obligation and a legal prerequisite for lawful medical 
intervention (Partama & Putra, 2025). 

In conventional clinical settings, consent is typically obtained in relation to specific 

diagnostic or therapeutic procedures, with an implicit understanding that relevant 
medical information will be recorded and used for treatment purposes. This model 
presumes a relatively limited and context-bound use of data, primarily confined to 
the immediate healthcare interaction. However, the introduction of electronic 
medical records (EMRs) fundamentally alters the scope and temporal dimension of 

data processing. Digital systems enable not only continuous storage and retrieval of 
patient information but also secondary processing activities, such as administrative 
analysis, quality control, system integration, and inter-institutional data exchange 
(AlSalamah, 2025). These expanded functionalities challenge the adequacy of 
traditional consent models, which were designed for discrete and relatively contained 

uses of information. 

Existing regulatory provisions do not sufficiently articulate how consent should 
operate within these digitally mediated conditions. While laws affirm the necessity of 
patient approval for medical procedures and data disclosure, they rarely address the 
complexities introduced by automated processing, long-term storage, algorithmic 

analysis, or cross-platform interoperability. The absence of detailed standards 
concerning the scope, duration, and revocability of consent in electronic 
environments creates ambiguity regarding the extent to which initial consent extends 
to subsequent or secondary uses of medical data. As a result, the legal framework 
may inadequately capture the dynamic and ongoing nature of data flows within 

digital health systems. 

The findings further suggest that, in practice, consent is frequently reduced to a one-
time procedural requirement, typically documented through standardized forms 
signed at the point of hospital admission or prior to treatment. This formalistic 
approach risks transforming consent into a symbolic administrative step rather than 

a substantive mechanism for protecting patient autonomy. Patients may sign 
documents without comprehensive understanding of how their data will be stored, 
integrated into broader health information systems, or potentially shared with third 
parties for operational or regulatory purposes. The complexity of digital 
infrastructures further limits the capacity of patients to meaningfully comprehend 

the long-term implications of data processing practices. 

Consequently, patients often lack effective awareness and ongoing control over their 
personal health information once it enters electronic systems. Even where legal 
provisions formally recognize the right to access or correct data, the practical exercise 
of these rights may be limited by informational asymmetries and technical opacity. 

Without transparent communication regarding data retention periods, access 
hierarchies, or secondary processing activities, consent cannot fully function as an 
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instrument of autonomous decision-making. Instead, it may operate as a generalized 
authorization detached from the evolving realities of digital data management. 

Accordingly, the results highlight a significant gap between the legal ideal of informed 
consent and its operationalization within digital healthcare environments. While the 
normative framework continues to emphasize autonomy and voluntariness, the 

procedural mechanisms for securing consent have not been recalibrated to address 
continuous and technologically complex data use. Bridging this gap requires 
reconceptualizing consent not as a singular event but as an ongoing, context-
sensitive process supported by transparency, periodic reaffirmation, and accessible 
mechanisms for withdrawal or modification. Without such adaptation, the protective 

function of consent may remain aspirational rather than effectively realized in 
electronic medical record systems. 

Enforcement Mechanisms and Access to Legal Remedies 

The analysis demonstrates that enforcement mechanisms embedded within health 
law are predominantly administrative in character and primarily oriented toward 

institutional compliance. Regulatory oversight tends to focus on ensuring that 
healthcare facilities adhere to established procedural standards, professional codes 
of conduct, and documentation requirements. When violations occur, sanctions are 
often directed at correcting institutional behavior through warnings, internal 
disciplinary measures, or administrative penalties. While such mechanisms reinforce 

organizational accountability, they do not consistently prioritize direct remedies for 
patients whose privacy rights have been compromised. As a result, the enforcement 
structure appears to emphasize regulatory order and professional discipline rather 
than individualized redress. 

This institutional orientation may weaken the deterrent effect of privacy obligations. 

When sanctions are limited to administrative consequences that primarily affect 

organizational licensing or internal governance, the tangible impact on decision-
makers may be comparatively modest. Furthermore, patients who experience harm 
from data breaches may encounter limited avenues for obtaining compensation or 
formal acknowledgment of rights violations. The absence of robust civil liability 

mechanisms or clearly accessible compensatory pathways reduces the practical 
consequences of non-compliance. Consequently, privacy protection risks being 
perceived as a procedural requirement rather than a substantive legal entitlement 
backed by meaningful enforcement (Renuka et al., 2025; Norris, 2022). 

In contrast, personal data protection law introduces comparatively stronger 

enforcement instruments, including administrative fines, corrective orders, and 
supervisory authority interventions. These tools are designed to impose more 
concrete financial and operational consequences on data controllers and processors 
that fail to comply with legal obligations. The availability of such sanctions reflects a 
governance model that treats personal data protection as a matter of public 

regulatory priority. However, despite the existence of these formal enforcement 
mechanisms, the findings indicate that procedural pathways through which 
individual patients may seek redress remain insufficiently clear. The process for filing 
complaints, initiating investigations, or pursuing judicial remedies may involve 
multiple administrative stages and technical documentation requirements that are 

not easily navigable by laypersons. 

Limited public awareness further constrains effective access to remedies. Patients 
may not fully understand their rights under data protection law, nor the procedures 
available to challenge unlawful data processing or seek compensation for harm. In 
addition, the complexity of digital data systems can make it difficult for individuals 

to detect privacy violations in the first place. Without accessible complaint channels, 
transparent reporting obligations, and supportive institutional assistance, 
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enforcement mechanisms may remain underutilized. Thus, while personal data 
protection law formally strengthens the regulatory toolkit, its practical accessibility 
for affected individuals may still be restricted. 

The findings also reveal that enforcement practices in both health law and data 
protection law tend to be predominantly reactive rather than preventive. Legal 

intervention typically occurs after a breach has been identified, reported, or 
publicized. Investigations and sanctions are therefore triggered by incidents of harm 
rather than by systematic monitoring of compliance before violations arise. Although 
reactive enforcement can address specific breaches, it does not necessarily foster a 
culture of continuous risk assessment and proactive data governance within 

healthcare institutions. 

This reactive orientation limits the preventive capacity of the legal framework. 
Effective privacy protection in electronic medical record environments requires 
anticipatory supervision, routine audits, mandatory impact assessments, and 
continuous compliance monitoring. Without such proactive oversight mechanisms, 

regulatory authorities may struggle to identify vulnerabilities before they result in 
data breaches. Consequently, the enforcement system may mitigate consequences 
after harm has occurred but may be less effective in preventing harm in the first 
instance. Strengthening preventive supervision alongside accessible remedial 
pathways would therefore be essential to enhancing the overall effectiveness of 

privacy protection within digital healthcare governance. 

Discrepancies Between Normative Standards and Practical Implementation 

The results reveal a substantial disjunction between normative legal standards 
governing patient privacy and their practical implementation within healthcare 
institutions. Although statutory provisions consistently mandate confidentiality, 

data security, and responsible information management, they frequently articulate 

these obligations in broad and principle-based language. The regulatory framework 
affirms the necessity of safeguarding medical information but does not define 
minimum technical requirements, standardized security benchmarks, or detailed 
compliance protocols. In the absence of such specificity, the translation of abstract 

legal duties into operational safeguards is largely delegated to healthcare providers 
themselves. 

This structural indeterminacy effectively transfers interpretative responsibility to 
hospitals and other healthcare institutions. Administrators must determine 
independently how to operationalize legal mandates within their technological 

infrastructure, often without authoritative regulatory guidance. Decisions regarding 
encryption standards, access controls, authentication procedures, system audits, 
and data retention policies are therefore shaped by institutional discretion rather 
than by uniform statutory directives. While such flexibility may allow adaptation to 
local contexts, it simultaneously generates variability in how privacy protections are 

conceptualized and enforced at the institutional level. 

As a consequence, the effectiveness of implementation becomes heavily contingent 
upon institutional capacity, financial resources, and technical expertise. Well-funded 
hospitals with advanced digital infrastructures may invest in sophisticated 
cybersecurity systems, comprehensive monitoring tools, and specialized data 

protection personnel. In contrast, smaller or resource-constrained facilities may rely 

on more basic technological safeguards and limited oversight mechanisms. This 
uneven distribution of protective measures produces disparities in the level of privacy 
protection afforded to patients, depending on where they receive medical care. Such 
disparities challenge the principle of equal protection of rights and may undermine 

public confidence in the healthcare system as a whole. 
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The findings further indicate that internal institutional policies may, in practice, 
prioritize operational efficiency and administrative convenience over the robust 
protection of patient rights. Digital health systems are often implemented to 
streamline workflows, accelerate information exchange, and reduce bureaucratic 
burdens. In the absence of clearly defined external benchmarks, compliance efforts 

may focus on ensuring that procedural requirements are formally satisfied—such as 

maintaining documentation or adopting general confidentiality statements—without 
necessarily embedding substantive and technologically rigorous safeguards. This 
procedural orientation risks reducing privacy compliance to a checklist exercise 
rather than fostering a culture of proactive rights protection. 

Moreover, without standardized national benchmarks or supervisory audits, 
institutions may gradually normalize minimal levels of data security that satisfy 
internal assessments but fall short of best practices in information governance. Over 
time, this normalization may lower expectations regarding what constitutes adequate 
protection, particularly if regulatory authorities do not systematically evaluate or 

compare institutional standards. The absence of external accountability mechanisms 
further reinforces the tendency toward variable and potentially insufficient 
implementation. 

Accordingly, the results underscore the inherent limitations of norm-based 
regulation that is not accompanied by detailed technical and institutional guidance. 

While principled legal standards provide an essential normative foundation, they 
must be complemented by clear operational criteria, supervisory oversight, and 
capacity-building measures to ensure consistent application. Without such 
integrative support, the protective ambitions of the legal framework risk remaining 
aspirational, with implementation outcomes determined more by institutional 

resources than by uniformly enforceable legal requirements. 

Preventive Versus Reactive Legal Approaches 

This analysis shows that the legal system that is still in place to protect patient data 
is more of a reactionary one. The infractions are mainly defined through legislation 
and determine the sanctions, as well as the remedial measures to be provided after 

a breach in confidentiality. Though necessary to deal with misconduct and 
institutional accountability, these mechanisms are ex post in nature in that they 
come into effect only after the damage has been done and not as a form of 
anticipatory governance. Preventative obligations, e.g. keeping sufficient safeguards, 
or data security, are usually set in programmatic language which often does not 

provide a binding operational specification. As a result, the legal system can be said 
to be more geared towards dealing with the aftermath of the violation of privacy rather 
than dealing with preventing it systematically. 

This reactive orientation is further demonstrated by the lack of expressive in-service 
of forward-looking principles, namely privacy by design, privacy by default and 

proactive risk assessment in health-specific regulations. These are broadly 
acceptable principles of data-governance which require privacy requirements be 
taken into account explicitly in the design of digital systems across the board. This 
lack of inclusion in the healthcare regulatory framework forcefully harms the ability 
of the law to affect the conceptualisation, development, and implementation of 

electronic medical record (EMR) systems. Practically, digital platforms are regularly 
designed to maximise efficiency, interoperability, and administrative capabilities, 

and privacy protection is introduced later based on the perceived risks or compliance 
audits. 

The fact that technological implementation has been sequenced before its wider 

regulation is part of a larger trend in digital governance in which the process of 
innovation is ahead of its normatively prescriptive regulation. The operationalisation 
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of digital systems prior to the establishment of privacy standards that are 
unambiguously defined may lead to the adoption of architectures that are hard to 
change or expensive to refurbish afterwards. Regulatory intervention thus ends up 
being corrective and not constitutive and seeks to reduce vulnerability once the 
structural decisions have been entrenched. Such dynamism limits the ability of the 

law in influencing the institutional behaviour within its initial stage and weakens its 

deterrent effectiveness. 

The results show that this reactive model is particularly insufficient when applied in 
complex digital infrastructures. EMRS are complex systems that include databases 
that are inter-connectable, remote access systems, automated processing and 

integration with third party service providers. The magnitude and speed at which 
information could be retrieved, copied or transferred increases the possible impact 
of security breaches. In these settings the damage may occur in a very short time 
and impact huge numbers of patients simultaneously. Post-incident remediation can 
be used to help avert some of the effects and cannot be used to undo the loss of 

confidentiality once the sensitive information is revealed. 

Effective prevention therefore requires legal integration at the earliest stages of 
system design and procurement. Regulatory frameworks should mandate structured 
risk assessments prior to system deployment, require demonstrable security testing, 
and impose clear accountability for incorporating privacy safeguards into technical 

specifications. By embedding preventive obligations into the design phase, the law 
can function as a guiding framework that shapes technological development rather 
than merely reacting to its outcomes. Such integration would also encourage 
institutional cultures that treat data protection as a core structural requirement 
rather than as an ancillary compliance concern. 

CONCLUSION 

This study examined the legal protection of patient privacy rights in the use of 
electronic medical records within Indonesian hospitals by analyzing the coherence, 
adequacy, and practical implications of the existing legal framework. The findings 
demonstrate that patient privacy is normatively recognized as a fundamental right 

in health law and personal data protection law. However, this recognition has not yet 
been translated into a comprehensive and operational legal framework that 
adequately addresses the technical and organizational risks associated with 
electronic medical records. Regulatory provisions remain fragmented, abstract, and 
largely reactive, creating gaps between normative standards and real world 

implementation. The study further reveals that responsibility for protecting patient 
data is unevenly allocated among hospitals, healthcare professionals, and technology 
providers, resulting in unclear accountability in cases of data breaches. Patient 
consent, while formally required, is often reduced to a procedural formality and does 
not fully reflect the continuous and complex data processing inherent in digital 

health systems. Enforcement mechanisms also remain limited, with insufficient 
access to effective remedies for patients whose privacy rights are violated. 

These findings contribute to the existing body of knowledge by highlighting the 
structural limitations of sector based health regulation when confronted with digital 
transformation. The study underscores the need for harmonization between health 

law and personal data protection law, clearer liability allocation, and a shift toward 
preventive legal approaches such as privacy by design. Future research may explore 

comparative legal models or empirical assessments of institutional compliance to 
further strengthen patient privacy protection in digital healthcare environments. 
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