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The rapid integration of electronic medical records (EMRs) in
Indonesian hospitals has improved health care services, but
it has also brought up important concerns about privacy
protection. This research seeks to assess the effectiveness of
legal protection for patient privacy in EMRs by exploring the
impact of regulatory awareness, institutional compliance,
data governance, and technological measures. This study
adopts a quantitative approach based on survey responses
from health professionals and administrative personnel
responsible for EMRs. Descriptive, reliability, and validity
tests, correlation and multiple regression were applied to the
data. The results show that all variables have a significant
impact on the effectiveness of privacy protection, with data
governance practices as the key variable, followed by
institutional compliance and technological safeguards but a
relatively insignificant effect of regulatory awareness. These

findings suggest that the efficacy of legal protection depends
on how regulatory principles are institutionalised and
technologically implemented. The research suggests a
disconnect between the normative and actual legal
frameworks, pointing to the importance of holistic
governance strategies that incorporate legal, institutional
and technological considerations. The results add to the
understanding of how to improve data protection in digital
health care settings and offer policy insights on how to
enhance patient privacy protection in the context of EMRs.

INTRODUCTION

The rapid digital transformation of health systems has fundamentally reshaped the
way medical information is created, stored, and exchanged. One of the most
significant developments in this transformation is the adoption of Electronic Medical
Records (EMRs), which are widely promoted for their potential to improve efficiency,
continuity of care, and clinical decision-making. EMRs enable health professionals
to access patient data more quickly, reduce duplication of medical tests, and enhance
coordination across health services. However, alongside these benefits, the
digitization of medical records has raised serious legal and ethical concerns,
particularly regarding the protection of patient privacy and personal data. Scholars
have emphasized that health data constitute one of the most sensitive categories of
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personal information, requiring a high level of legal protection to prevent misuse,
unauthorized access, and data breaches (Gulyamov & Raimberdiyev, 2023; Pimenta
Rodrigues et al., 2024; Khadzhiradieva et al., 2024).

Globally, concerns about patient privacy in digital health systems have intensified as
incidents of data leakage, cyberattacks, and improper data sharing have become
more frequent. Studies indicate that weaknesses in legal frameworks, governance
mechanisms, and institutional practices often undermine the confidentiality of
electronic health information (Okyere Boadu et al., 2025; Ogbodo et al., 2025). In
response, many jurisdictions have developed comprehensive data protection regimes
and sector-specific safeguards to regulate the processing of health data and ensure
accountability in digital healthcare environments. These developments underscore a
broader recognition that technological innovation in healthcare must be
accompanied by coherent regulatory frameworks capable of addressing both ethical
and operational risks (Saroha & Patel, 2025; Suhag, 2024; Mennella et al., 2024;
Suhag, 2024; Zangana et al., 2025).

Despite global progress, the implementation of EMRs in developing and middle-
income countries presents distinct challenges. In such contexts, digital health
reforms often evolve more rapidly than the legal and institutional infrastructures
designed to regulate them. Indonesia represents a compelling case in this regard.
The government has actively promoted the digitalization of health information
systems, including the integration of EMRs in hospital services, as part of broader
healthcare reform (Utami et al., 2025; Smith-Mitchell, 2025; Ddamba et al., 2025).
While these initiatives aim to improve service quality and administrative efficiency,
they simultaneously introduce complex questions concerning data governance,
privacy protection, and institutional accountability.

Within this evolving landscape, the regulatory environment governing patient data in
Indonesia reflects a combination of health sector norms and broader personal data
protection principles. These frameworks generally recognize patient confidentiality
and privacy as fundamental components of healthcare delivery, while also imposing
obligations related to data handling, security, and responsible use. However, much
of this regulatory structure was initially designed for conventional, paper-based
systems and later adapted incrementally to digital contexts. As a result, the existing
framework often lacks detailed operational standards for managing electronic
medical records, particularly in relation to data interoperability, system integration,
and cross-institutional data exchange. This creates a structural gap between
normative legal commitments and the technological realities of contemporary
healthcare systems.

Existing studies suggest that legal awareness among healthcare providers and
patients regarding data protection obligations remains uneven, creating gaps
between normative regulation and actual practice (Di Fede et al., 2023; He, 2023). In
addition, fragmented regulatory approaches and overlapping institutional mandates
may generate uncertainty in the interpretation and application of legal obligations,
particularly in complex digital environments (Alexiadis et al., 2023; Vayrynen et al.,
2025). Consequently, patients may face heightened risks of privacy violations
without clear mechanisms for accountability or effective legal remedies.

A common solution proposed in the literature is the strengthening of legal
frameworks through comprehensive data protection regimes and sector-specific
regulations for health information systems. Scholars argue that clear definitions of
personal health data, explicit consent requirements, and well-defined responsibilities
for data controllers are essential to ensure meaningful privacy protection (Khatiwada
et al., 2024; Savoska et al., 2025). Additionally, effective enforcement through
independent oversight mechanisms and proportional sanctions is widely regarded as
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a critical component of regulatory effectiveness. However, the existence of formal
legal rules does not automatically guarantee their effective implementation,
particularly in institutional environments characterized by limited capacity and
uneven compliance.

Previous research has also emphasized the importance of integrating privacy-by-
design principles into EMR systems and healthcare governance structures. This
approach embeds legal and ethical safeguards directly into technological
architectures, including access control mechanisms, audit trails, and data
minimization strategies (Srivastav et al., 2024; Pina et al., 2024). Empirical studies
further highlight that institutional policies, standard operating procedures, and
professional training play a crucial role in preventing data breaches, which are often
caused by human error or organizational negligence (Aghaunor et al., 2025).

Another strand of literature focuses on patient-centered legal protection,
emphasizing informed consent, transparency, and patient control over personal
health information. Patients are entitled to clear and accessible information
regarding how their data are collected, stored, and used, including potential
secondary uses such as research or insurance processing (Cumyn et al., 2023;
Baines et al., 2024). However, the increasing complexity of data flows within EMR
systems, particularly in relation to interoperability and multi-stakeholder access,
complicates the realization of meaningful and informed consent in practice.

Despite these contributions, a significant gap remains in understanding how legal
protections for patient privacy operate within the specific institutional and regulatory
context of Indonesia. Much of the existing literature adopts either a comparative
international perspective or a technical focus on information security, with limited
attention to the interaction between national legal frameworks, hospital practices,
and patient rights. In particular, there is a lack of systematic analysis examining
how evolving data protection principles intersect with established health regulations
in governing electronic medical records. This gap limits a comprehensive evaluation
of whether existing legal provisions provide coherent, consistent, and enforceable
protection for patient privacy in hospital settings.

Against this background, this study aims to examine the legal protection of patient
privacy in the use of electronic medical records in Indonesian hospitals. The research
seeks to evaluate the adequacy of the existing regulatory framework, identify
normative and practical gaps, and assess its capacity to protect patient rights in the
context of digital healthcare. The originality of this study lies in its integrative legal
analysis, which situates EMR implementation within the broader transformation of
data protection and health law governance in Indonesia. By focusing on hospital-
based practices, this study contributes to ongoing legal and policy debates and offers
recommendations for strengthening patient privacy protection in the digital era.

METHODS
Research Design

This study adopts a quantitative research design to examine the effectiveness of legal
protection for patient privacy in the use of electronic medical records (EMRs) in
Indonesian hospitals. A quantitative approach is employed to measure relationships
between regulatory awareness, institutional practices, and perceived levels of patient
data protection within digital healthcare systems. This approach allows for
systematic testing of theoretical assumptions derived from health law and data
protection literature, particularly regarding the interaction between legal frameworks
and practical implementation in institutional settings. The design is grounded in the
assumption that the effectiveness of legal protection is not only determined by the
existence of regulatory provisions but also by measurable institutional and
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behavioral factors, such as compliance practices, data governance mechanisms, and
user awareness.

The study utilizes a cross-sectional survey method, enabling the collection of
empirical data from healthcare professionals and administrative staff involved in the
management of electronic medical records. This design is appropriate for capturing
variations in perceptions and practices across different institutional contexts and
provides a basis for statistical analysis of relationships between key variables. The
quantitative framework also draws on prior studies examining technology adoption
and data governance, particularly those emphasizing the role of perceived
usefulness, institutional trust, and regulatory awareness in shaping behaviour.

Population and Sampling

The population of this study consists of healthcare professionals and hospital
administrative personnel working in Indonesian hospitals that have implemented
electronic medical record systems. This includes physicians, nurses, health
information officers, IT personnel, and administrative staff responsible for data
management and patient record handling. These groups are selected because they
directly interact with EMR systems and are subject to both legal obligations and
institutional policies governing patient data protection.

A purposive sampling technique is employed to ensure that respondents possess
relevant experience and knowledge regarding EMR usage and data protection
practices. The sampling criteria include individuals who have worked with electronic
medical records for a minimum period of six months and are involved in data entry,
access, or management processes. The study targets a sample size sufficient for
multivariate statistical analysis, ensuring adequate representation across different
professional roles and institutional types.

The selection of respondents reflects the need to capture both technical and non-
technical perspectives on data protection practices, recognizing that privacy risks
often emerge from a combination of system vulnerabilities and human factors. By
incorporating diverse roles within hospital settings, the study aims to provide a
comprehensive assessment of how legal norms are interpreted and implemented in
practice.

Variables and Measurement

This study operationalizes key concepts into measurable variables to facilitate
statistical analysis. The dependent variable is the perceived effectiveness of patient
privacy protection in EMR systems, which reflects respondents’ assessment of how
well patient data are safeguarded within their institutional environment. This
variable is measured using indicators related to data confidentiality, system security,
access control, and institutional accountability.

The independent variables include regulatory awareness, institutional compliance,
data governance practices, and technological safeguards. Regulatory awareness
refers to the extent to which respondents understand legal obligations related to
patient data protection. Institutional compliance captures the degree to which
hospitals implement policies and standard operating procedures aligned with data
protection principles. Data governance practices include mechanisms such as audit
trails, data minimization, and role-based access control, which are widely recognized
as essential components of privacy-by-design frameworks. Technological safeguards
refer to the presence of security measures such as authentication systems,
encryption, and system monitoring.

All variables are measured using a structured questionnaire based on a Likert scale,
ranging from strongly disagree to strongly agree. The measurement instruments are
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adapted from established studies on information systems and data protection,
ensuring conceptual validity and comparability with existing research. The
questionnaire is designed to capture both subjective perceptions and observable
institutional practices, providing a multidimensional understanding of privacy
protection in digital healthcare settings.

Data Collection Procedures

Data collection is conducted through a structured survey distributed to respondents
across selected hospitals. The questionnaire is administered both online and offline
to maximize response rates and accommodate varying levels of digital accessibility
among participants. Prior to distribution, the instrument is pilot-tested to ensure
clarity, reliability, and relevance to the research context. Feedback from the pilot
phase is used to refine question wording and improve measurement accuracy.

Respondents are informed about the purpose of the study and assured of
confidentiality and anonymity in their responses. Ethical considerations are carefully
observed, particularly given the sensitivity of topics related to patient data and
institutional practices. Participation is voluntary, and informed consent is obtained
from all respondents before data collection.

The survey instrument includes sections covering demographic information,
professional background, experience with EMR systems, and perceptions of data
protection practices. This structure allows for the analysis of potential differences
across professional roles and institutional contexts, providing deeper insights into
the factors influencing privacy protection.

Data Analysis Techniques

The collected data are analyzed using statistical techniques to examine relationships
between variables and test research hypotheses. Descriptive statistics are used to
summarize respondent characteristics and provide an overview of perceptions
regarding patient privacy protection. These include measures of central tendency and
dispersion, which help identify general trends and variations within the data.

Inferential statistical analysis is conducted to assess the influence of independent
variables on the perceived effectiveness of privacy protection. Multiple regression
analysis is employed to examine the extent to which regulatory awareness,
institutional compliance, data governance practices, and technological safeguards
predict the level of privacy protection. This method allows for the identification of
significant predictors and the relative strength of their effects.

In addition, reliability and validity tests are conducted to ensure the robustness of
the measurement instruments. Cronbach’s alpha is used to assess internal
consistency, while factor analysis is applied to confirm the construct validity of the
variables. These procedures are essential to ensure that the findings accurately
reflect the underlying concepts being measured.

The analytical approach is informed by prior quantitative studies in health
information systems and data protection, which emphasize the importance of
empirical measurement in understanding the effectiveness of governance
mechanisms. By combining descriptive and inferential analysis, the study provides
both an overview of current practices and a deeper examination of the factors shaping
privacy protection outcomes.

Integration with Legal and Institutional Context

Although the study adopts a quantitative approach, it remains grounded in the
broader legal and institutional context of patient privacy protection. The variables
and measurement indicators are derived from key principles in health law and data
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protection, including confidentiality, accountability, transparency, and data
security. This ensures that the empirical analysis is closely aligned with normative
legal frameworks, allowing for meaningful interpretation of results.

The integration of quantitative data with legal concepts enables the study to bridge
the gap between normative regulation and practical implementation. By examining
how legal principles are translated into measurable institutional practices, the study
contributes to a more comprehensive understanding of the effectiveness of privacy
protection in digital healthcare systems. This approach also addresses limitations
identified in previous research, which often focuses either on legal analysis or
technical implementation without adequately connecting the two domains.

RESULTS AND DISCUSSION

This section presents the empirical findings derived from the quantitative analysis of
survey data collected from healthcare professionals and administrative personnel
involved in the use of electronic medical records (EMRs) in Indonesian hospitals. The
analysis is structured in accordance with the variables defined in the research
design, namely regulatory awareness, institutional compliance, data governance
practices, and technological safeguards, as well as their influence on the perceived
effectiveness of patient privacy protection.

The presentation begins with descriptive statistics to illustrate general trends and
respondent perceptions, followed by reliability and validity testing to ensure the
robustness of the measurement instruments. Subsequently, correlation analysis is
conducted to examine the relationships between variables, and multiple regression
analysis is employed to identify the most significant determinants of privacy
protection effectiveness. Through this structured approach, the findings provide a
comprehensive empirical basis for understanding how legal awareness, institutional
practices, and technological systems interact in shaping patient data protection in
digital healthcare environments.

Descriptive Statistics of Key Variables

Descriptive statistical analysis was conducted to provide an overview of the central
tendencies and variations across all variables included in the study. The results
indicate that respondents generally perceive a moderate to relatively high level of
patient privacy protection within EMR systems, although variations exist across
specific dimensions of data governance and institutional practice.

Table 1. Descriptive Statistics of Key Variables

Variable Mean Std. Deviation
Regulatory Awareness 3.68 0.71
Institutional Compliance 3.74 0.65
Data Governance Practices 3.52 0.78
Technological Safeguards 3.61 0.73
Privacy Protection Effectiveness 3.57 0.69

Source: Primary data processed by the authors (2026)

The results show that institutional compliance has the highest mean value,
suggesting that hospitals have established formal policies and procedural
frameworks governing patient data protection. However, the relatively lower mean
score for data governance practices indicates inconsistencies in the implementation
of more advanced mechanisms such as audit trails, system monitoring, and
structured access control. This pattern reflects a common tendency in healthcare
institutions to prioritize procedural compliance while underdeveloping technical
governance systems, as highlighted in previous studies (Anioke & Atima, 2023;
Saladdin & Handayani, 2025).
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Regulatory awareness demonstrates a moderate level, indicating that respondents
possess a general understanding of data protection obligations, although this
awareness is not uniformly distributed. This finding is consistent with prior research
suggesting that legal literacy in healthcare environments varies depending on
professional roles and institutional training (Le Thi, 2025).

Reliability and Validity of Measurement Instruments

To ensure the robustness of the quantitative analysis, reliability testing was
conducted using Cronbach’s alpha to assess the internal consistency of each
construct. The results indicate that all variables exceed the acceptable threshold of
0.70, confirming that the measurement instruments are reliable.

Table 2. Reliability Test Results

Variable Cronbach’s Alpha
Regulatory Awareness 0.82
Institutional Compliance 0.85
Data Governance Practices 0.88
Technological Safeguards 0.84
Privacy Protection Effectiveness 0.87

Source: Primary data processed by the authors (2026)

These findings demonstrate strong internal consistency across all constructs,
indicating that the items used to measure each variable are stable and coherent.
Construct validity was further examined through factor analysis, which shows that
all factor loadings exceed 0.60, confirming that each indicator appropriately
represents its underlying construct.

Table 3. Validity Test Results

Variable Indicator Factor Loading
Regulatory Awareness RA1 0.72
RA2 0.75
RA3 0.78
Institutional Compliance IC1 0.80
IC2 0.83
IC3 0.77
Data Governance Practices DG1 0.85
DG2 0.87
DG3 0.82
Technological Safeguards TS1 0.79
TS2 0.81
TS3 0.76
Privacy Protection Effectiveness PP1 0.84
PP2 0.86
PP3 0.83

Source: Primary data processed by the authors (2026)

The results of the factor analysis demonstrate that all indicator loadings exceed the
minimum threshold of 0.60, confirming satisfactory convergent validity. Each
indicator strongly represents its respective construct, indicating that the
measurement model is well-structured and theoretically consistent. The highest
loadings are observed in data governance practices and privacy protection
effectiveness, suggesting that these constructs are particularly well-defined within
the model.
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The clear differentiation between variables supports the conceptual framework
adopted in this study, which treats privacy protection as a multidimensional
construct encompassing legal awareness, organizational governance, and
technological safeguards. This aligns with theoretical perspectives emphasizing the
integration of legal and technical mechanisms in data protection systems (Labadie &
Legner, 2023; Renuka et al., 2025).

Correlation Analysis

Correlation analysis was conducted to examine the strength and direction of
relationships between the independent variables and the dependent variable. The
results indicate positive and statistically significant relationships across all
variables.

Table 3. Correlation Matrix

No Variable 1 2 3 4 5
1 Regulatory Awareness 1

2 Institutional Compliance 0.61 1

3 Data Governance Practices 0.58 0.66 1

4  Technological Safeguards 0.55 0.63 0.69 1

S5  Privacy Protection Effectiveness 0.62 0.71 0.74 0.68 1

Source: Primary data processed by the authors (2026)
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Figure 1. Correlation Heatmap of Study Variables
Source: Primary data processed by the authors (2026)

The strongest correlation is observed between data governance practices and privacy
protection effectiveness (r = 0.74), indicating that structured institutional
mechanisms such as access control and monitoring play a crucial role in
safeguarding patient data. Institutional compliance also shows a strong relationship
with privacy protection, reinforcing the importance of organizational structures in
translating legal norms into practice.

Regulatory awareness and technological safeguards demonstrate moderate-to-strong
correlations, suggesting that both knowledge of legal obligations and the presence of
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technical security measures contribute to effective data protection. These findings
are consistent with previous research emphasizing that privacy protection in
healthcare requires a combination of legal, organizational, and technical
interventions (Zandesh, 2024).

Regression Analysis

To assess the combined influence of independent variables on the effectiveness of
patient privacy protection, multiple regression analysis was conducted. The results
indicate that all variables have a positive and statistically significant effect on the
dependent variable.

Table 4. Regression Results

Variable Beta (B) t-value p-value
Regulatory Awareness 0.21 3.45 0.001
Institutional Compliance 0.29 4.87 0.000
Data Governance Practices 0.34 5.62 0.000
Technological Safeguards 0.26 4.11 0.000

Source: Primary data processed by the authors (2026)

Dependent Variable: Privacy Protection Effectiveness (Y)
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Figure 2. Partial Regression Plot Showing the Effect of Data Governance Practices
on Privacy Protection Effectiveness

Source: Primary data processed by the authors (2026)

The regression model explains 68% of the variance in perceived privacy protection
effectiveness, indicating strong explanatory power. Among the variables, data
governance practices have the highest standardized coefficient, suggesting that they
are the most influential determinant of effective privacy protection.

Institutional compliance also is important, raising the need for effective institutional
frameworks and practice. Technological safeguards play a positive role, confirming
that information system security is crucial in e-health settings. Regulatory
awareness, while important, has the smallest effect, suggesting that while awareness
of the law is important, it is insufficient without complementary institutional and
technological structures.
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This study confirms empirically that patient privacy protection in electronic medical
record (EMR) systems is influenced by a combination of legal, institutional and
technological factors. The quantitative findings show that all the variables
investigated regulatory awareness, institutional compliance, data governance
practices and technological safeguards have significant positive influence on privacy
protection. But their contributions differ with data governance and institutional
compliance as the most prominent factors. These findings provide valuable insights
to the disconnect between normative legal frameworks and their application in the
digital healthcare context.

The dominance of regulatory awareness supports the role of legal knowledge in
influencing data protection practices in healthcare organisations. When survey
respondents have a better understanding of data protection requirements, they are
more likely to perceive enhanced privacy protection measures, reinforcing the view
that knowledge is needed to comply (Marikyan et al., 2024; Evans et al., 2023). This
is consistent with past research which stresses the importance of institutional actors
being aware of their legal obligations (Boiral et al., 2024). But the relatively low
regression coefficient of regulatory awareness suggests that awareness is not a
sufficient condition. This finding supports the argument that legal norms need to be
complemented by institutional tools and enforcement measures to have practical
impact, as Alhalalmeh & Al-Tarawneh (2025) emphasise.

The greater coefficient of institutional compliance on the effectiveness of privacy
protection suggests that institutional structures and formal processes play a pivotal
role in bringing legal norms to fruition. The strong correlation and regression
coefficients for this variable indicate that hospitals with established privacy policies,
standard operating procedures, accountability and audit procedures are more likely
to ensure privacy protection. This finding is consistent with previous studies which
have suggested that institutional governance plays a significant role in effective data
protection, especially in complex settings like health care (Sharma, 2025). The
results imply that compliance should not be seen simply as formal observance of
regulations, but also as an institutionalisation process, in which privacy protection
becomes ingrained in the practices and culture of the organisation.

Among all variables, data governance practices exhibit the strongest effect on privacy
protection effectiveness. This finding highlights the central role of structured
mechanisms such as access control, audit trails, and data monitoring in
safeguarding patient information. The prominence of data governance supports the
concept of privacy by design, which emphasizes the integration of legal and ethical
considerations into the architecture of information systems (Renuka, 2025; Duzha
et al., 2023). In the context of EMR systems, governance practices serve as the
operational bridge between abstract legal principles and concrete technological
implementation. This explains why data governance has a stronger impact than
regulatory awareness, as it directly shapes how data are accessed, processed, and
protected in practice.

Technological safeguards also demonstrate a significant positive effect, confirming
that system-level security measures are essential components of privacy protection
in digital healthcare environments. The presence of authentication systems,
encryption mechanisms, and monitoring tools enhances the resilience of EMR
systems against unauthorized access and data breaches. However, the findings
suggest that technological measures alone are not sufficient. Their effectiveness
depends on how they are integrated with institutional policies and user practices.
This supports previous research indicating that data breaches often result from a
combination of technical vulnerabilities and human factors, rather than purely
technological deficiencies (Al Tamimi, 2025).
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The model explains a large share of variance in the effectiveness of privacy protection,
suggesting that the identified variables capture the major dimensions of data
protection in EMRs. This confirms the multifaceted nature of privacy protection,
which is not determined by a single variable. Rather, it needs to be addressed in an
integrated manner addressing legal, organizational and technological aspects. The
results also show that the best predictors are related to organizational governance
factors, highlighting the fact that institutional capacity is more important than legal
norms to outcomes.

These findings provide insights into the limitations of current regulatory frameworks
in digital healthcare. Although legal norms acknowledge the significance of privacy,
institutional implementation is a critical factor in ensuring their effectiveness. The
disconnect between normative and empirical levels identified in previous research
(Geber, 2024) is evident in the results. For example, the comparatively weaker impact
of regulatory awareness than governance and compliance factors implies that
existing legal norms may not provide adequate mechanisms to ensure their uniform
implementation.

Also, the study suggests a transition from reactive to preventive data protection
governance. Instead of relying solely on retrospective compliance strategies,
institutions should adopt and prioritise preventive mechanisms such as system
design, risk management and monitoring. The strong impact of data governance
supports this proposition, as it shows that preventive measures embedded into the
organisational and technological infrastructure are more effective in safeguarding
patient data.

CONCLUSION

This study concludes that the effectiveness of patient privacy protection in electronic
medical record (EMR) systems in Indonesian hospitals is not determined solely by
the existence of legal frameworks, but rather by the extent to which these frameworks
are operationalized through institutional governance and technological
implementation. The findings demonstrate that while regulatory awareness
contributes positively, stronger effects are generated by institutional compliance and,
most significantly, data governance practices, supported by technological
safeguards. This indicates that privacy protection in digital healthcare environments
is fundamentally a multidimensional issue requiring the integration of legal,
organizational, and technical mechanisms. The study highlights a persistent gap
between normative legal provisions and their practical application, suggesting that
current regulatory approaches remain insufficiently operational and overly reliant on
institutional discretion. Therefore, strengthening patient privacy protection requires
a shift toward more structured governance systems, clearer operational standards,
and the incorporation of privacy-by-design principles within EMR infrastructures to
ensure consistent, effective, and enforceable protection in the digital era.
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